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Req plugin for Amazon S3 and S3-compatible services.
ReqS3 handles a custom s3:// url scheme. Example requests are:
# list buckets
Req.get!(req, url: "s3://")

# list objects
Req.get!(req, url: "s3://#{bucket}")

# get object
Req.get!(req, url: "s3://#{bucket}/#{key}")

# put object
Req.put!(req, url: "s3://#{bucket}/#{key}")
The responses for listing buckets and objects are automatically decoded.
Usage
Mix.install([
  {:req, "~> 0.5.0"},
  {:req_s3, "~> 0.2.3"}
])

req = Req.new() |> ReqS3.attach()

Req.get!(req, url: "s3://ossci-datasets").body
#=>
# %{
#   "ListBucketResult" => %{
#     "Contents" => [
#       %{"Key" => "mnist/", ...},
#       %{"Key" => "mnist/t10k-images-idx3-ubyte.gz", ...},
#       ...
#     ],
#     "Name" => "ossci-datasets",
#     ...
#   }
# }

body = Req.get!(req, url: "s3://ossci-datasets/mnist/t10k-images-idx3-ubyte.gz").body
<<_::32, n_images::32, n_rows::32, n_cols::32, _body::binary>> = body
{n_images, n_rows, n_cols}
#=> {10_000, 28, 28}
Examples
	MNIST

	S3 Direct Upload

	MINIO


$ docker run -p 9000:9000 \
   -e MINIO_ROOT_USER=minio \
   -e MINIO_ROOT_PASSWORD=minio123 \
   minio/minio server /data

Pre-signing
ReqS3 can be used to presign URLs:
options = [
  access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
  secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY")
]

req = Req.new() |> ReqS3.attach(aws_sigv4: options)
%{status: 200} = Req.put!(req, url: "s3://bucket1/key1", body: "Hello, World!")

presigned_url = ReqS3.presign_url([bucket: "bucket1", key: "key1"] ++ options)
#=> "https://bucket1.s3.amazonaws.com/key1?X-Amz-Algorithm=AWS4-HMAC-SHA256&..."

Req.get!(presigned_url).body
#=> "Hello, World!"
and form uploads:
form = ReqS3.presign_form([bucket: "bucket1", key: "key1"] ++ options)
%{status: 204} = Req.post!(form.url, form_multipart: [file: "Hello, World!"] ++ form.fields)

Req.get!(presigned_url).body
#=> "Hello, World!"
Environment Variables
ReqS3 supports the following standardised system environment variables:
	AWS_ACCESS_KEY_ID

	AWS_SECRET_ACCESS_KEY

	AWS_REGION

	AWS_ENDPOINT_URL_S3


License
Copyright (c) 2021 Wojtek Mach
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.


  

    CHANGELOG

v0.2.4
	Support Req ~> 0.6.

v0.2.3
	Use scheme and port from endpoint_url.

v0.2.2 (2024-08-14)
	Add :aws_endpoint_url_s3 option.

	Document :handle_s3_url step.


v0.2.1 (2024-08-01)
	Add support for s3:// (list buckets) endpoint.

	Add support for s3://{bucket}?versions (list versions) and similar endpoints.

	Automatically use AWS_ENDPOINT_URL_S3, AWS_ACCESS_KEY_ID, and
AWS_SECRET_ACCESS_KEY system env vars.


v0.2.0 (2024-07-18)
	Support Req v0.5.

	Change decoded response for s3://{bucket} endpoint. Instead of listing
just object keys, return decoded XML response.

	Add ReqS3.presign_url/1.

	Add ReqS3.presign_form/1.


v0.1.1 (2023-09-01)
	Support Req v0.4.

v0.1.0 (2022-08-24)
	Initial release



  

    MNIST

Mix.install([
  {:req_s3, "~> 0.2.3"}
])
Setup
req =
  Req.new()
  |> ReqS3.attach()
List Objects
%{status: 200, body: body} = Req.get!(req, url: "s3://ossci-datasets")
body["ListBucketResult"]["Contents"]
Get Object
%{status: 200, body: body} = Req.get!(req, url: "s3://ossci-datasets/mnist/t10k-images-idx3-ubyte.gz")
body


  

    S3 Direct Upload

Mix.install([
  {:phoenix_playground, "~> 0.1.5"},
  {:phoenix_live_view, "~> 1.0.0-rc", override: true},
  {:req_s3, "~> 0.2.3"}
])
Config
# Access system env in separate cell so Livebook can offer to use secrets.

Application.put_env(:demo, :s3_config,
  access_key_id: System.fetch_env!("LB_AWS_ACCESS_KEY_ID"),
  secret_access_key: System.fetch_env!("LB_AWS_SECRET_ACCESS_KEY"),
  endpoint_url: System.get_env("LB_AWS_ENDPOINT_URL_S3"),
  bucket: System.fetch_env!("LB_BUCKET_NAME")
)
Playground
# Direct to S3 uploads using Phoenix Playground and ReqS3
#
# Set BUCKET_NAME, AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY (and optionally AWS_ENDPOINT_URL_S3).
#
# Based on https://hexdocs.pm/phoenix_live_view/uploads-external.html#direct-to-s3

defmodule DemoLive do
  use Phoenix.LiveView

  @impl true
  def mount(_params, _session, socket) do
    {:ok,
     socket
     |> assign(:s3_config, Application.get_env(:demo, :s3_config))
     |> allow_upload(:photo,
       accept: ~w[.png .jpeg .jpg],
       max_entries: 1,
       auto_upload: true,
       external: &presign_upload/2
     )}
  end

  @impl true
  def render(assigns) do
    ~H"""
    <form id="upload-form" phx-change="validate">
      <.live_file_input upload={@uploads.photo} />
    </form>

    <div phx-drop-target={@uploads.photo.ref} style="width: 20em; height: 10em; margin-top: 0.5em; padding: 1em; border: 1px dashed">
      <div :for={entry <- @uploads.photo.entries}>
        <.live_img_preview entry={entry} height="120" />
        <div><%= entry.progress %>%</div>
        <.link :if={entry.done?} href={presign_url(entry, @s3_config)}>Uploaded</.link>
      </div>
    </div>

    <script type="text/javascript">
      window.uploaders.S3 = function(entries, onViewError) {
        entries.forEach(entry => {
          let formData = new FormData()
          let {url, fields} = entry.meta
          Object.entries(fields).forEach(([key, val]) => formData.append(key, val))
          formData.append("file", entry.file)
          let xhr = new XMLHttpRequest()
          onViewError(() => xhr.abort())
          xhr.onload = () => xhr.status === 204 ? entry.progress(100) : entry.error()
          xhr.onerror = () => entry.error()
          xhr.upload.addEventListener("progress", (event) => {
            if (event.lengthComputable) {
              let percent = Math.round((event.loaded / event.total) * 100)
              if (percent < 100) { entry.progress(percent) }
            }
          })
          xhr.open("POST", url, true)
          xhr.send(formData)
        })
      }
    </script>

    <style type="text/css">
      body { padding: 1em; }
    </style>
    """
  end

  @impl true
  def handle_event("validate", _params, socket) do
    {:noreply, socket}
  end

  defp presign_upload(entry, socket) do
    s3_options = s3_options(entry, socket.assigns.s3_config)
    form = ReqS3.presign_form([content_type: entry.client_type] ++ s3_options)
    meta = %{uploader: "S3", key: s3_options[:key], url: form.url, fields: Map.new(form.fields)}
    {:ok, meta, socket}
  end

  defp presign_url(entry, config) do
    ReqS3.presign_url(s3_options(entry, config))
  end

  defp s3_options(entry, config) do
    [key: "uploads/#{entry.client_name}"] ++ config
  end
end

PhoenixPlayground.start(live: DemoLive)
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ReqS3 handles a custom s3:// url scheme. Example requests are:
# list buckets
Req.get!(req, url: "s3://")

# list objects
Req.get!(req, url: "s3://#{bucket}")

# get object
Req.get!(req, url: "s3://#{bucket}/#{key}")

# put object
Req.put!(req, url: "s3://#{bucket}/#{key}")
The responses for listing buckets and objects are automatically decoded.
Usage
Mix.install([
  {:req, "~> 0.5.0"},
  {:req_s3, "~> 0.2.3"}
])

req = Req.new() |> ReqS3.attach()

Req.get!(req, url: "s3://ossci-datasets").body
#=>
# %{
#   "ListBucketResult" => %{
#     "Contents" => [
#       %{"Key" => "mnist/", ...},
#       %{"Key" => "mnist/t10k-images-idx3-ubyte.gz", ...},
#       ...
#     ],
#     "Name" => "ossci-datasets",
#     ...
#   }
# }

body = Req.get!(req, url: "s3://ossci-datasets/mnist/t10k-images-idx3-ubyte.gz").body
<<_::32, n_images::32, n_rows::32, n_cols::32, _body::binary>> = body
{n_images, n_rows, n_cols}
#=> {10_000, 28, 28}
Examples
	MNIST

	S3 Direct Upload

	MINIO


$ docker run -p 9000:9000 \
   -e MINIO_ROOT_USER=minio \
   -e MINIO_ROOT_PASSWORD=minio123 \
   minio/minio server /data

Pre-signing
ReqS3 can be used to presign URLs:
options = [
  access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
  secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY")
]

req = Req.new() |> ReqS3.attach(aws_sigv4: options)
%{status: 200} = Req.put!(req, url: "s3://bucket1/key1", body: "Hello, World!")

presigned_url = ReqS3.presign_url([bucket: "bucket1", key: "key1"] ++ options)
#=> "https://bucket1.s3.amazonaws.com/key1?X-Amz-Algorithm=AWS4-HMAC-SHA256&..."

Req.get!(presigned_url).body
#=> "Hello, World!"
and form uploads:
form = ReqS3.presign_form([bucket: "bucket1", key: "key1"] ++ options)
%{status: 204} = Req.post!(form.url, form_multipart: [file: "Hello, World!"] ++ form.fields)

Req.get!(presigned_url).body
#=> "Hello, World!"
Environment Variables
ReqS3 supports the following standardised system environment variables:
	AWS_ACCESS_KEY_ID

	AWS_SECRET_ACCESS_KEY

	AWS_REGION

	AWS_ENDPOINT_URL_S3



      


      
        Summary


  
    Functions
  


    
      
        attach(request, options \\ [])

      


        Attaches the plugin.
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        Handles the s3:// URL scheme.
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        Returns a presigned URL for fetching bucket object contents.
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Attaches the plugin.
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Handles the s3:// URL scheme.
This request step is automatically added on ReqS3.attach(request).
See module documentation for usage examples.
Request Options
	:aws_endpoint_url_s3 - if set, the endpoint URL for S3-compatible services.
If AWS_ENDPOINT_URL_S3 system environment variable is set, it is considered first.
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Returns presigned form for upload.
Options
	:access_key_id - the AWS access key id. Defaults to the value of AWS_ACCESS_KEY_ID
system environment variable.

	:secret_access_key - the AWS secret access key. Defaults to the value of
AWS_SECRET_ACCESS_KEY system environment variable.

	:region - if set, AWS region. Defaults to the value of AWS_REGION system environment
variable, then "us-east-1".

	:bucket - the S3 bucket.

	:key - the S3 bucket key.

	:endpoint_url - if set, the endpoint URL for S3-compatible services. If
AWS_ENDPOINT_URL_S3 system environment variable is set, it is considered first.

	:content_type - if set, the content-type of the uploaded object.

	:max_size - if set, the maximum size of the uploaded object.

	:expires_in - the time in milliseconds before the signed upload expires. Defaults to 1h
(60 * 60 * 1000 milliseconds).

	:datetime - the request datetime, defaults to DateTime.utc_now(:second).


Examples
iex> options = [
...>   access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
...>   secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY"),
...>   bucket: "bucket1",
...>   key: "key1",
...>   expires_in: :timer.hours(1)
...> ]
iex> form = ReqS3.presign_form(options)
iex> form.url
"https://bucket1.s3.amazonaws.com"
iex> form.fields
[
  {"key", "key1"},
  {"policy", "eyJjb25kaXRpb25z...ifQ=="},
  {"x-amz-algorithm", "AWS4-HMAC-SHA256"},
  {"x-amz-credential", "AKIA.../20240528/us-east-1/s3/aws4_request"},
  {"x-amz-date", "20240528T105226Z"},
  {"x-amz-server-side-encryption", "AES256"},
  {"x-amz-signature", "465315d202fbb2ce081f79fca755a958a18ff68d253e6d2a611ca4b2292d8925"}
]
iex> Req.post!(form.url, form_multipart: form.fields ++ [{"file", "test"}])
iex> Req.get!("https://bucket1.s3.amazonaws.com/key1").body
"test"
See Req.Steps.encode_body/1 for more information on multipart uploads.

  



  
    
      
    
    
      presign_url(options)



    

  


  

Returns a presigned URL for fetching bucket object contents.
Options
	:access_key_id - the AWS access key id. Defaults to the value of AWS_ACCESS_KEY_ID
system environment variable.

	:secret_access_key - the AWS secret access key. Defaults to the value of
AWS_SECRET_ACCESS_KEY system environment variable.

	:region - the AWS region. Defaults to the value of AWS_REGION system environment
variable, then "us-east-1".

	:method - the HTTP method, defaults to :get.

	:url - the URL to presign, for example: "https://{bucket}.s3.amazonaws.com/{key}",
s3://{bucket}/{key}, etc. s3:// URL uses :endpoint_url option described below.
Instead of passing the :url option, you can instead pass :bucket and :key options
which will generate https://{bucket}.s3.amazonaws.com/{key} (or
{endpoint_url}/{bucket}/{key}).

	:endpoint_url - if set, the endpoint URL for S3-compatible services. If
AWS_ENDPOINT_URL_S3 system environment variable is set, it is considered first.

	:expires - the number of seconds after which the URL should expire. Defaults to
86400 (1 day).


Examples
Note: This example assumes AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY environment variables
are set.
iex> req = Req.new() |> ReqS3.attach()
iex> bucket = System.fetch_env!("BUCKET_NAME")
iex> key = "key1"
iex> %{status: 200} = Req.put!(req, url: "s3://#{bucket}/#{key}", body: "Hello, World!")
iex> url = ReqS3.presign_url(bucket: bucket, key: key)
iex> url =~ "https://#{bucket}.s3.amazonaws.com/#{key}?X-Amz-Algorithm=AWS4-HMAC-SHA256&"
true
iex> %{status: 200, body: body} = Req.get!(url)
iex> body
"Hello, World!"
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